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Simply Secure.

A powerful engine allows

you to scan for, compare, or
enforce security settings on your
systems — Windows 2000, XP,
and Windows Server 2003.

Simplifying Operational Security.

f keeping up with a variety of emerging regulations is a priority, Shavlik NetChk™
ICompIiance will help you easily manage critical system and security configurations.
Built on Shavlik’s proven scanning technology, Shavlik NetChk™ Compliance is a powerful
solution that scans for, compares, and enforces security settings on your network. And

the best part, it provides the reports you need to prove you're compliant.

New Editions

Shavlik NetChk™ Compliance — Audit Edition: provides all the functionality of the
full edition including the ability to create, monitor and report on established policies,

providing a comprehensive measure of the current state of your network.

Shavlik NetChk™ Compliance — Operations Edition: offers the complete set of
features in the Full Edition, yet also provides comprehensive policy enforcement
capabilities. Does not include the integrated ISO 17799 security framework, which is a

standard feature in both the Full and Audit Editions.

Why choose Shavlik NetChk™ Compliance?

» Learn why you use settings: Best practices and a security knowledge base permit
you to understand, implement, assess, or audit security on your systems. Even
without using the scanning features, you'll understand why you secure your systems.

» Linked security settings and regulatory audit: Current regulations like SOX,
GLBA, or HIPAA place new demands on information security that Shavlik NetChk™
Compliance addresses. Audit systems using the links between best practices
content and the ISO 17799 auditing standard. Use the ISO 17799 links to provide
your organization with powerful security standards to drive overall security policy.

» Know your system security: See your best practices and scanning information
from many angles. Review by SOX auditing framework, machine grouping, settings
summary, and setting details. Learn and grow your security using our best practices.
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Shavlik NetChk™ Compliance

Powerful Features:

» Ease of use — get up and running in
30 minutes or less

» Security best practices from Shavlik’s
security consulting experts

» Settings recommendations based on
real-world experience

» Content for securing operating
systems, databases, and web servers

» Automated security configuration
baseline development and
enforcement

» Add custom comments to best
practices

» Security auditing based on I1SO 17799

» Future integration with other Shavlik
products

» Data backend based on Shavlik
HFNetChkPro™

» Content presents security standards,
implementation, scripts, audit
questions, and auditing standards

» Rationale explaining why a security
measure is recommended

» Scheduled scanning and policy
enforcement

» Find, compare, or enforce security
settings on multiple systems

» View details of each security setting
including local security policy
information and .inf data

» Executive Reporting shows multiple
views of scan results including
machine, settings, and policy status.

» Over 230 Security settings
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Policy automated method of controling system
and security settings configurations
Administrators can now quickly identify and
remediate any issue which may present a
security risk or affect policies that may tie
directly to regulatory compliance
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Shavlik has announced the availability of
Shavlik NetChk Compliance, a security
information and configuration management
tool that identifies security configuration
errors and enables system administrators to

Shaulik NetChk Compliance offers best
practices that cover a wide range of systems
including operating systems, web servers v

Shavlik NetChk™ Compliance provides a powerful engine to scan for,

compare, or enforce security settings on your systems.
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Domain Member. Require Strong (Windows 2000 or Later) Session Key
Devices: Unsigned Driver Installation Behavior

Domain Member: Digitally Encrypt or Sign Secure Channel Data (Always)
Domain Member: Disable Machine Account Password Changes
Microsoft Network Client: Digitally Sign Communications (Always)
Network Security LAN Manager Authentication Level

Interactive Logon: Smart Card Removal Behavior

Recovery Console: Allow Automatic Adminisirative Logon

Interactive Logon: Message Text for Users Atiempting to Log On
L. Netwerk Security: LAN Manager Authentication Level
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« Compliant Settings 678 of 1031 65.76%
3 NonCompliant Settings 353 of 1031 34.24%

Executive Reporting allows you to easily view current compliance status.
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